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1 SCOPE

This specification defines the technical, testing, inspection, documentation, shipping, and field
installation support, startup, and training requirements for a real-time, color, non-audio, Closed
Circuit Television System (CCTV) for the Pueblo Chemical Agent-Destruction (PCAPP) Project.
This system shall support operations and process monitoring. It will not serve any security
functions.

ever, innovative and cost saving ideas are welcome throughout the project life cycle.

An overview of the CCTV system is provided on the following drawings:
24852-RD-JD-J07-J0021 “CCTV System Block Diagram”

24852-RD-JD-J01-J1001/J1002, JOO02 , and JOO06 “Control System Architecture Block
Diagram”

24852-RD-JD-J01-J0011 “Central Control Room/Engineering Room/Equipment Room Layout”
24852-RD-JD-J07-J0022 “CCTV System Outdoor Cameras Location Plan”

24852-RD-JD-J07-J0023 “CCTV System Enhanced Reconfiguration Building Camera Location
Plan”

24852-RD-JD-J07-J0024 “CCTV System Agents Processing Building Camera Location Plan”

The Seller shall be responsible for assisting in the identification of requirements and the detailed
design of the CCTV network and camera units, which Seller shall detail in a functional
specification. The supply of materials and equipment is contingent upon Buyer review and
acceptance of the Seller’s functional specification, detailed design drawings, and other
documentation for the CCTV system design.

The camera locations shown on the drawings are preliminary. The Seller shall participate in
review of the PCAPP 3-D model at Buyer’s office, during detailed design to optimize camera
location and field enclosure/control receiver locations relative to the process/equipment of
viewing interest, and to optimize cable lengths and availability of the system.

The CCTV system visually complements the operators’ primary control interface to the plant,
which is provided by the Facility Control System (FCS) HMI process graphic screens.

The CCTV system is required for:

e Control Room operators to continuously view, on video monitors located in the Control
Room, hazardous operations, throughout the decontamination process in unmanned
buildings containing toxic chemical agents
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¢ Control Room operators to view areas of personnel movements around the plant,
particularly entry of personnel into the toxic areas of the plant

e Personnel at the Toxic Maintenance Area and the Decontamination Monitoring Station to
view personnel entries into Toxic areas of the plant

o Treaty Compliance Verification from video monitors located in the Treaty for Office
Facility

s Video recording of selected locations for long-term storage for record purposes

e Viewing objects of interest including vessels, tanks, conveyors, instruments (e.g. gages),
etc.

Approximately 120 cameras, 20 monitors, and 20 Video Recording/playback devices will be
utilized to continuously monitor outdoor areas, Enhanced Reconfiguration Building Areas, and
Agent Processing Building Areas. Seven of these monitors will display up to 4 video images
concurrently, for a total of approximately 64 concurrent video outputs, and 138 concurrent video
inputs. The number of video inputs shall be expandable to 144 and the number of video outputs
shall be expandable to 72, without expanding or adding cards to the video matrix switcher. The
system will support a minimum 16 operators, including a System Administrator, simulttaneously.

The Actual quantities and locations are in accordance with the drawings.

The Seller, or its authorized representative, shall provide complete technical support for all of
the products. This shall include headquarters or local training, regional application centers, and
local technical assistance. A 7-day a week, 24-hour toll-free (800) number hot line shall be
provided, where knowledgeable and competent staff shall be available for emergency support at
no additional cost to the project.

1.1 EQUIPMENT, MATERIAL, AND/OR SERVICES REQUIRED

This specification complements the data sheets and location and other drawings, which form
part of the Material Requisition for the CCTV System.

Refer to drawing 24852-RD-JD-J07-J0021 (CCTV System Block Diagram) for a topology of the
CCTV system.
The Seller’s scope shall include, but is not limited to:

e Supply and integration of all CCTV components including but not be limited to camera
units (comprising cameras, environmental housings, and Pan/Tilt positioners),
supplemental lights, video matrix switchers, video monitors, keyboards/joystick
controllers, video recording equipment, cabinets, enclosures, fiber-optic video and data
transceivers, cable harnesses, camera cables’ connection boxes, mounting (for roof,
wall or ceiling mount locations) and installation accessories, software and programming
for a fully functional, integrated, and tested system

e Supply of the latest, proven, camera units in accordance with this specification

e Supply of all CCTV system components required to provide a fully functional system in
accordance with this specification.
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Operations and maintenance training services (classroom theory and hands on with
actual equipment) for three (3) System Administrators, thirty (30) Operators, and five (5)
installation/maintenance technicians. All Syllabuses, Study Material and Workbooks for
all training shall be provided in advance.

Testing services at Seller’s facilities, prior to shipment

Engineering and design of the overall CCTV system (including recommendations for
items such as coaxial and fiber cables that will be purchased and installed by Others)
Assist with Installation, testing, and commissioning of the CCTV system at site
Documentation

Assist with Termination of all wiring/fiber cables at site to Seller supplied equipment
Supply of commissioning spare parts

Design and coordination services with the FCS system vendor for installation of the
CCTV flat screen video monitors and keyboard/joystick controllers in FCS console
furniture

Engineering services to develop camera, video monitor, video recorders, field
enclosures and cabinets/racks mounting and installation details

Review of Buyer’s 3-D model for verification of camera locations, camera fields of view,
and installation/mounting details

Programming of the CCTV system to permit operators to select cameras with keyboard/
joystick controls

Completion of information on Buyer’s data sheets

Site support, as specified in the Material Requisition for Seller to install CCTV equipment
and assist the Buyer with system commissioning and startup

Project management resources for implementing the Seller's quality assurance plan,
technical documents, fabrication and assembly procedures, inspection procedures,
testing procedures, and shipping procedures. In addition, the Seller shall track
milestones, provide progress reports, and ensure the completion of project deliverables
according to the schedule agreed to by the Buyer and Seller.

Maintenance Support at site during the Systemization phase and through the Operations
phase (approximately 2 years) of the Project

Modem dial-in facility on the CCTV system for remote troubleshooting

1.2 WORK BY OTHERS

The following will be provided and installed at site by others, under Seller’s supervision, if
requested:

Cables between field CCTV Camera Control Receivers or field enclosures and the
CCTV cabinet(s) in the Equipment Room

Cables between the CCTV cabinet(s) in the Equipment Room and CCTV equipment in
the Control Room, the Treaty Office Facility, Maintenance Building 1&C Shop, Toxic
Maintenance Area, the Decontamination Monitoring Station, the Agent Processing
Building, the Enhanced Reconfiguration Building, and outdoors
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120 VAC power supplies to CCTV components. The CCTV power supply will be
120VAC, 60 Hz, grounded, single-phase. As the CCTV is considered a critical load, this
power supply will be Uninterruptible Power Supply (UPS)

Air sources for cooling camera enclosures:

Dry, oil and dust-free instrument air, 90 to 150 psig, with a dew point value of — 40 °F at
100 psig based on ANSI/ISA S7.0.01.

Service air, dew point —32°F, 90 to 150 psig.

Cooling Water for auxiliary cooling of camera enclosures

Any required ground mounted camera poles (including foundations and conduits)
CCTV Equipment Data Sheets shall be by Buyer with input from Seller

CCTV for the Intrusion Detection System (IDS) will be provided by Others and does not
interface with the CCTV system that is the subject of this specification.

The Buyer will provide primary area lighting

1.3 DEFINITIONS

Buyer:

Refers to the Pueblo Chemical Agent —Destruction Pilot Plant
(PCAPP) project generally, and the Bechtel Pueblo Team (BPT)
specifically.

Cabinet: Enclosure for CCTV equipment that is located in the Control Support

Building. See also “Field Enclosure”.

C/CS Adapter: A coupler piece that allows a C-mount type lens to mate to a CS-

mount type camera head. C-mounts are 17.5mm distance from image
plane of camera. CS-mounts are 12.5mm distance from image plane
of camera.

Connection Box: A generic box, equipped with sockets into which plugs at the end of the

“harness cable” from a camera are plugged.

Field Enclosure: A field enclosure for CCTV equipment that is located outside of the

Control Support Building and outside of Toxic Areas A and B. See also
“Cabinet”.

Harness Cable: A composite cable assembly intended for simplifying camera

Jitter:

installation by consolidating conductors for camera power, and signal
cables for camera control (Zoom, Iris, Focus), video , camera position
control (Pan/Tilt). Both ends of the harness cable are equipped with
quick-disconnect connectors.

Small, rapid variations in a waveform due to mechanical disturbances
or to changes in the characteristic of components, Supply voltages,
imperfect synchronizing signals, circuits, or other causes.
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Seller:

Snow:

Toxic:

Toxic Area Class A:

Toxic Area Class B:

Toxic Area Class C:
Toxic Area Class D:

Toxic Area Class E:

Rev. C

Refers to the party ultimately selected to provide the services and
equipment.

Heavy random noise in a video signal.

Refers to the potential presence of the chemical agent commonly
known as “mustard”.

Area that has routine probability of contamination, either liquid agent or
vapor.

Area that has high probability of agent vapor contamination resulting
from routine operations.

Area with low probability of agent vapor contamination.
Areas that are unlikely ever to have agent contamination

Areas maintained to be free from any chance of agent contamination,
barring a major event

1.4 ACRONYMS AND ABBREVIATIONS

ANSI
APB
ASCII
ASTM
AWG
BPT
CD
CCD
CCR
CCTV
dB
DPE
DVD
DVR

24852-RD-3PS-000-J0004_Rev_ C_CCTV

American National Standards Institute
Agent Processing Building
American Standard Code for Information Interchange
American Society for Testing and Materials
American Wire Gauge
Bechtel Pueblo Team
Compact Disk
Charge Coupled Device
Camera Control Receiver
Closed Circuit Television
Decibels
Demilitarization Protective Ensemble
Digital Video Disk
Digital Video Recorder
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FAT Factory Acceptance Test

FCS Facility Control System

FPS Frames Per Second

EIA Electronic Industries Association

ERB Enhanced Reconfiguration Building

FCC Federal Communications Commission

FCS Facility Control System

IDS Intruder Detection System

IEEE Institute of Electrical and Electronic Engineers
MHz Megahertz

MTBF Mean Time Between Failure

MTTR Mean Time to Repair

MWS Munitions Washout Station

NEC National Electrical Code

NFPA National Fire Protection Agency

NIST National Institute of Standards and Technology
NTSC National Television System Committee
PCAPP Pueblo Chemical Agent —Destruction Pilot Plant
PTZ Pan Tilt Zoom

RF Radio Frequency

RFP Request for Proposal

SAT Site Acceptance Test

TV Television

UL Underwriter's Laboratories

UPS Uninterruptible Power Supply

VHF Very High Frequency

24852-RD-3PS-000-J0004_Rev_ C_CCTV 6
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VMS Video Matrix Switcher

2 APPLICABLE DOCUMENTS

The following documents and the data sheets attached to the Material Requisition form part of
this specification to the extent specified herein. In the event of a conflict between the referenced
document and the contents of this specification, the Buyer shall be notified to resolve the
conflict.

2.1 CODES AND STANDARDS

ASTM American Society for Testing and Materials

ASTM D635 Standard Test Method for Rate of Burning and/or Extent and Time of
Burning of Plastics in a Horizontal Position, 1998

ISA Instrumentation, Systems, and Automation society

ISA-7.0.01 Quality Standard for Instrument Air, 1996

NEMA National Electrical Manufacturers Association

NEMA NEMA 250, Enclosures for Electrical Equipment (1000 Volts Maximum),
1997

NFPA National Fire Protection Association

NFPA-70 National Electrical Code, 2005

2.2 REGULATIONS

CFR Code of Federal Regulations
47 CFR15 Federal Communications Commission Part 15, Radio Frequency
Devices; 2002

2.3 OTHER DOCUMENTS

Significant Unified Facilities Guide Specification
UFGS 16751 (August Closed Circuit Television System
2003)
Project Specifications
24852-RD-3PS-000- Supplier Quality Assurance Program Requirements
T0O001
24852-RD-3PS-000- General Project Requirements Specification
T0002
24852-RD-3PS-000-J0004_Rev_ C_CCTV 7
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24852-RD-3PS-000- General Engineering Specification for Seller Document
TO004 Requirements
24852-RD-3PS-000- Seismic Protection of Equipment
S0001
24852-RD-3PS-000- Special Coatings
R0O007

Project Drawings

24852-RD-JD-J01- Control System Architecture Block Diagram
JO001001

24852-RD-JD-J01-J0002 | Enhanced Reconfigur bldg. Control System Architecture Block
Diagram

24852-RD-JD-J01-J0006 | Treaty Building Control System Architecture Block Diagram

24852-RD-JD-J01- Central Control Room/Engineering Room Layout

JOO11

24852-RD-JD-J07- CCTV System Block Diagram

J0021

24852-RD-JD-J07- CCTV System Outdoor Cameras Location Plan

J0022

24852-RD-JD-J07- CCTV System Enhanced Reconfiguration Building Camera
J0023 Location Plan

24852-RD-JD-J07- CCTV System Agents Processing Building Camera Location Plan
J0024

3 REQUIREMENTS

Materials and equipment shall be standard products of a manufacturer regularly engaged in the
manufacture of such equipment and shall be the manufacturer’s latest standard design that has
been in satisfactory use and be based on current technology.

To facilitate spare parts inventory, training, and system integration, all CCTV equipment shall be
from one manufacturer to the extent possible; any CCTV equipment that is from other suppliers
shall be clearly highlighted in the quotation.

All equipment shall be suitable for the Electrical Area Classification of its location per NEC.

24852-RD-3PS-000-J0004_Rev_C_CCTV 8
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Cameras shall normally rely on primary area lighting and shall only be equipped with
supplementary camera-mounted lights to view areas where severe shadows are caused by
primary area lighting.

For Toxic Areas, mounting brackets and all connectors to the camera systems shall permit easy
disconnection of cameras by personnel wearing DPE (Demilitarization Protective Ensemble).
DPE is a form of full-body protective suit, which is worn by personnel in Toxic Areas, and which
tends to limit the wearer’s ability to perform tasks that are easily performed when not wearing
the DPE. Typical reduced functions of personnel wearing DPE included restricted vision and
lack of tactile sensitivity.

Video signals shall be NTSC format throughout the system.

3.1 PERFORMANCE

The CCTV System shall be designed for continuous operation 24 hours per day, 7 days per
week.

High availability shall be provided for the CCTV system by provision of redundant components
and quick, easy replacement capability for faulty components.

Seller shall provide CCTV system availability calculations, which shall include Mean Time
Between Failure (MTBF), Mean Time to Repair (MTTR) figures and basis of all data and
calculation methods.

Conventional CCTV controller stations shall be provide control of camera functions, monitor
functions, and video recording functions.

Video signal display on the CCTV monitors shall be real-time; CCTV displays on FCS operator
workstations screens may have latency that shall not exceed 100 milliseconds.

Video signals shall be real time with a minimum 30 frames per second and free from “jitter”.

3.2 DESIGN CONDITIONS

Refer to PCAPP Engineering Specification for General Project Requirements, 24852-RD-3PS-
000-T0002 for site information and conditions.

Specific design conditions relating to each camera shall be delineated in the data sheets.

3.2.1 Environmental Compliance

All CCTV components, including controllers, Camera Units (including PTZ electronics),
transceivers, and multiplexers, shall be suitable for the environmental conditions specified in
PCAPP Engineering Specification for General Project Requirements, 24852-RD-3PS-000-
TO002.

24852-RD-3PS-000-J0004 Rev_C_CCTV 9

FOR OFFICIAL USE ONLY



PCAPP Specification for CLOSED CIRCUIT 24852-RD-3PS-000-J0004
TELEVISION SYSTEM Rev.C

In addition all CCTV components shall be suitable for the conditions stated on the data sheets.

Equipment located in Toxic Areas that are classed Categories A, B, and C shall be suitable for
operating at sub-atmospheric (i.e. negative gage pressure) conditions.

3.2.2 Seismic Requirements

All CCTV components and control panels shall meet the requirements of PCAPP Engineering
Specification for Seismic Protection of Equipment, 24852-RD-3PS-000-S0001.

3.2.3 EMI/EMC Requirements

All CCTV components and control panels shall meet the Electro Magnetic Capability
(EMC)/Electro Magnetic Interference (EMI) requirements specified in 47 CFR 15
(Telecommunications), Sub-Chapter A - General, Part 15 (Radio Frequency Devices).

3.2.4 Special Coatings

Equipment shall be coated in accordance with specification 24852-RD-3PS-000-A0190, for
Piping and Equipment Coatings in Category A and B Areas, and specification 24852-RD-3PS-
000-A0200, for Piping and Equipment Coatings in Category C and D Areas. Any coatings on the
equipment shall be subject to Buyer’s approval.

3.3 DESIGN REQUIREMENTS
3.3.1 General Desigh Requirements

3.3.1.1 The CCTV system shall be color, non-audio, continuous duty, direct view.

3.3.1.2 All components shall be new and tested before delivery. Reconditioned or
refurbished equipment shall not be acceptable for any part of the camera
design. All camera units shall meet the requirements of this specification
and the data sheets, and shall be easily serviceable equipment.

3.3.1.3 All system software components and recommended-hardware shall be of
well-proven design with at least six months of satisfactory operational
performance in a chemical or process industry plant.

3.3.1.4 The Seller shall be responsible for the compatibility of all components
making up the CCTV System including mounting brackets.

3.3.1.5 Each FCS workstation shall be equipped with a corresponding CCTV
monitor and a CCTV controller station, consisting of a keyboard and
joystick unit, The CCTV monitor will be mounted above the FCS process

24852-RD-3PS-000-J0004_Rev_ C_CCTV 10

FOR OFFICIAL USE ONLY



PCAPP Specification for CLOSED CIRCUIT 24852-RD-3PS-000-J0004
TELEVISION SYSTEM Rev. C

monitor, by others. The CCTV controller station shall be a different color
from the FCS keyboard, to avoid confusion..

3.3.1.6 The CCTV Video Matrix Switch shall support user accounts with assignable
user privileges such that the CCTV System Administrator will create user
accounts for each user that will have any camera control and video
playback privileges. These accounts shall have user names assigned and
shall be password protected. Camera control and VCR Control shall be
individually identified as authorized for the user during the account creation
process.

3.3.1.7 In addition to selecting live camera video feeds from the various cameras,
the CCTV controller station shall be capable of selecting and activating
video playback of recorded video from any of the video recorders in the
CCTV system. Since playback of video will override the recording function,
this feature is password protected to limit the used to authorized users
only. Initiation of video playback shall be supported on a “first come first
serve” basis; however, once playback is initiated on a VCR, any CCTV
Control Station, except in the Treaty Office Facility, may join in viewing the
recorded video from that VRC without password authorization.

3.3.1.8 Basic CCTV Camera selection and image routing functions shall be
available from ali CCTV controller stations regardless the user status of
that station. Any limitation on basic Camera and monitor selection
capabilities or user logon support available to a CCTV controller station
shall be configurable by the CCTV System Administrator. The CCTV
controller station in the Treaty Office Facility shall be strictly configured as
per camera and monitor selections available and shall be configured not to
support user logon.

3.3.1.9 Each Control Room operator and supervisor, at their respective consoles,
will command a Video Matrix Switcher (VMS) to call up from one to four
color-cameras for display on each of the CCTV system monitors. Camera
selection and camera control capability shall be provided via the CCTV
controller station at the FCS console. This CCTV controller station shall be
separate, physicaily and functionally from the FCS system keyboards that
are used for process control.

3.3.1.10 All CCTV equipment shall be provided with suitable surge protection on the
incoming power leads.

3.3.1.11 Camera units for outdoor installation shall be protected against lightning
surges.

24852-RD-3PS-000-J0004_Rev_ C_CCTV 11
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3.3.1.12 All electronic components and coaxial cable systems shall be designed for
input/output impedance and characteristic impedance of 75 Ohms. Any
physical interface which has traditionally been implemented using 75 Ohm
Coaxial Cable may be implemented using 62.5/125 ym multimode fiber
optic cables, if the fiber optic solution does not increase the proposed cost
of the system. If the proposal requires fiber optic cables within the
buildings to each individual camera location, this requirement will be
highlighted in the proposal.

3.3.1.13 All video components of the CCTV System shall be compatible with NTSC
format.

3.3.1.14 Buyer shall provide only 120 VAC, 60 Hz, (UPS), single-phase, grounded
power supply to the CCTV system; if any other voltages are required for
the CCTV system operation, the Seller shall provide the equipment
required to locally convert the supplied voltage to the required voltages.

3.3.1.15 The system shall provide a text tag at the bottom of the video image that
visually identifies the source of video image on the monitor.

3.3.1.16 The CCTV system shall include installed equipment to connect 25%
additional cameras, video monitors, terminal blocks, and CCTV
keyboard/joystick controllers. In addition the system shall include space to
permit installation of additional capacity of 10% over the installed capacity,
without addition of cabinets.

3.3.1.17 All video monitors (except the ones installed in the Treaty Office Facility)
shall be able to display the image from any camera(s) as selected by the
Operator from the CCTV controller station at the respective location.

3.3.1.18 All CCTV programming shall be stored in non-volatile memory; i.e. it shall
not be lost in the event of power loss.

3.3.1.19 Redundancy shall be provided for key components (power supplies,
processors, etc.) in the CCTV system to maximize system availability.

3.3.1.20 The CCTYV system shall provide diagnostic information to operators for
component faults and failures.

3.3.1.21 All equipment shall be compatible with and protected from the chemical
environment where it shall operate, as specified on the data sheets.
Chemical contaminants in Areas A, B and C may include agent (Mustard)
and decontamination solutions (caustic).
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3.3.1.22 All equipment shall be modularized to the extent possible in order to
facilitate testing, installation, commissioning, and space usage.
Modularization concepts shall include, but not be limited to, consolidation of
power supplies, control receivers, fiber optic transceivers into single field
enclosures.

3.3.1.23 Functionality for transmission of audio signals to the control room, in
addition to the video, shall be provided from temporary camera hookup
locations, and the temporary cameras shall be equipped with microphones.

3.3.1.24 The CCTV system time-of-day clock shall be synchronized with the FCS,
which will supply the Master Clock.

3.3.2 CONTROL ROOM EQUIPMENT

The following equipment shall be provided for the Control Room as shown on drawing 24852-
RD-JD-J01-J0011:

Controller Station monitors
Large Scale monitors

CCTV controller stations

The Controller Station monitors and CCTV controller stations shall be ergonomically compatible
with the FCS supplied video monitors and keyboards for process control. These monitors shall
be delivered to the FCS supplier for integration into the FCS workstations.

No dedicated CCTV keyboard is provided for the large screen monitors in the Control Room-—
they shall be capable of being assigned to any camera(s) view from any of the CCTV keyboards
in the Control Room.

3.3.3 Treaty Office Facility EQUIPMENT
The following CCTV equipment shall be provided in the Treaty Office Facility:

Controller Station monitors

CCTV controller stations

The CCTV controller stations in the Treaty Office Facility shall permit only selection of a well
defined subset of the camera(s) to display on the monitors. No control of any camera function
shall be available from this CCTV workstation, except for cameras specifically provided to
support the Treaty Office Operation. Additionally, these stations shall not support Video Switch
Matrix user logon functions.

The CCTV controller station shall be desktop mounted as the 21” monitors. The 27" monitors
shall be wall mounted.
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3.3.4 TOXIC MAINTENANCE AREA

The following CCTV equipment shall be provided in the Toxic Maintenance Area of the Agents
Processing Building:

Controller Station monitor
CCTV controller station

The CCTV controller station shall be desktop mounted and the monitor shall be wall mounted.

This location is classified “C” for toxic contamination; therefore the equipment shall be
adequately protected against contamination for the CCTV equipment.

3.3.5 Entry Support AREA

The following CCTV equipment shall be provided in the Decontamination Monitoring Station in
the Entry Support Area:

Controller Station monitor
CCTYV controller station

The CCTV controller station shall be desktop mounted and the monitor shall be wall mounted.

This location is classified “C” for toxic contamination; therefore the equipment shall be
adequately protected against contamination for the CCTV equipment.

3.3.6 1& C SHOP EQUIPMENT

The following equipment shall be provided in the | & C Shop which is located in the
Maintenance Building (MB).

Controller station monitor

CCTV controller station

A. This equipment is required to bench-test replacement camera units after they are
received from the manufacturer, and before they are put into service.

B. One video input signal, one video output signal, and one camera control signal shall be
wired from the VMS to the I1&C shop for this purpose.

C. Only the camera on the test bench shall be controllable from this location, but all
cameras shall be viewable.
3.3.7 CONTROL SYSTEM EQUIPMENT-ROOM EQUIPMENT

The CCTV Cabinet(s) shall be the hub for wiring/fiber optic cable from CCTV control receivers,
video monitors, and CCTV keyboards, and shall house the following major equipment:
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Video matrix switching bays
Fiber optic transceivers
De-multiplexers

Hot Switch control processors
CCTV controller Stations
Alarm interface unit

Code distribution unit

IeTmMmoOoO Wy

Video loss detection equipment

Digital Video Recorder
J. FCS Interface Equipment

Refer to Drawing 24852-RD-JD-J01-J0011 “Control System Equipment Room Layout” for
physical space available for installation of this cabinet(s).

3.3.8 FIELD EQUIPMENT

Field equipment is defined as equipment, other than controller stations and monitors, that is
installed in the Agent Processing Building, the Enhanced Reconfiguration Building, or outdoors.

Primarily the field equipment comprises camera units (cameras, lenses, enclosures, Pan/tilt
positioning units), video monitors, and the “Field Enclosures”. Field Enclosures shall house
Camera Control receivers, camera power supplies fiber-optic/coaxial transducers, and fiber-
optic/twisted-pair transducers.

The field equipment is listed in Appendix A and its preliminary location shown on drawings
24852-RD-JD-J07-J0022, 24852-RD-JD-J07-J0023, and 24852-RD-JD-J07-J0024.

The camera control receiver shall be interfaced to each camera and PTZ unit through dedicated
control and video cables.

To increase reliability, where multiple cameras provide a view of a common area, each camera
shall be routed through separate field enclosures.

The Toxic area classifications of the field equipment are A, B, C, D, or E (indoors), and
unclassified (outdoors). All equipment shall be designed taking into account this classification,
the lighting, HVAC, and chemical environments. The cameras shall be designed to provide full-
video operation in the color mode under the specified lighting conditions.

Video shall be transmitted from the camera to the camera control receivers using coaxial cable,
unless the CCR is integrated into the camera. Fiber optic cable shall be used from the camera
control receivers to the Equipment Room.
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Field Enclosures (housing camera control receivers, power supplies, fiber optic transducers,
multiplexers, etc.) shall provide the video, control, and power supply interface between the
camera, the pan/tilt unit and the VMS in the Equipment Room. Field Enclosures shall be NEMA
4X. All external connections shall be watertight. All equipment and required connections within
each field enclosure shall be installed and tested (by the Seller) prior to shipment.

Field Enclosures shall not be installed in Toxic Areas A, A/B, or B; location of the Field
Enclosures shall be in areas with Class C or lower risk of toxicity.

Daisy-chaining shall not be used for power supply wiring or for control signals (i.e. each power
user shall have its own power cable and each camera control receiver shall have its own control
cable from the VMS).

3.3.9 CAMERA REQUIREMENTS

3.3.9.1 Cameras shall provide high-resolution color video under lighting conditions
stated in the data sheets.

3.3.9.2 The camera shall provide an adjustable phase-lock synchronization signal.

3.3.9.3 Video format and line rate shall be 2:1 interlaced at 525 lines per frame, 60
fields per second.

3.3.9.4 The video signal-to-noise ratio shall be equal to or better than 48 dB over a
10 MHz bandwidth.

3.3.9.5 The camera image sensor shall be a solid state Charge Coupled Device
(CCD).

3.3.9.6 Imager horizontal resolution shall be 470 TV lines minimum.

3.3.9.7 Cameras shall provide color output in lighting down to, or below, 4 Lux.
Black and white output shall be provided below the color output threshold,
down to lighting levels below 0.5 Lux. The camera imager shall be able to
clearly resolve a “full-video” signal in the illuminated environment without
altering shutter speeds or requiring automatic gain circuitry.

3.3.9.8 Indoor lights will be fluorescent induction type or metal.-halide.

3.3.9.9 The video output shall be NTSC compatible 1.0 volt peak to peak.

3.3.9.10 The camera output impedance shall be 75 Ohms, if coaxial cable output is
used.
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3.3.9.11 The camera shall have zero (0) percent geometric distortion and an aspect
ratio of 4:3 (width to height).

3.3.9.12 Seller shall supply any C/CS adapters required.
3.3.9.13 Noticeable camera drift shall be eliminated.
3.3.9.14 Cameras shall not be prone to image burn or scene retention.

3.3.9.15 Cameras and/or camera control signals shall not produce noise, i.e. hum-
bars or snow, in video lines that would compromise the clarity of any
viewing scene, or cause unexpected movement.

3.3.9.16 Fixed location camera frame transmission rate shall be a minimum of 30
frames per second

3.3.9.17 Mobile camera frame transmission rate shall be a be selectable from 30 to
at least hundred twenty (120) frames per second.

3.3.9.18 Imager shall contain circuitry to ensure a stable black level.

3.3.9.19 Mobile cameras shall be mounted on mobile platforms or dolly with a jib
arm.

The platforms for mounting mobile cameras are specified elsewhere in this
document.

3.3.9.20 Some cameras may be installed on a deployable basis; i.e. power, video,
and control cables shall be installed at process area locations ready for
temporary installation of a camera for troubleshooting process problems.
The temporarily deployed cameras will be equipped with wiring harnesses
that are plug compatible with the temporary interface receptacles specified
elsewhere in this document.

3.3.9.21 The Seller may choose to provide either dome cameras or tube cameras.
If Dome cameras are chosen then removable dome mounting brackets
shall be provided to support temporary camera installations. Dome

cameras integrate all camera functions within a sealed camera housing,
including the controller, lens and pant/tilt unit.

3.3.10 CAMERA LENS REQUIREMENTS

3.3.10.1 Seller shall select the lens in accordance with the light and viewing
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information supplied on the data sheets.

3.3.10.2 The lens iris shall have automatic aperture correction to suit the
illumination of the scene.

3.3.10.3 Camera focus shall be automatically sustained while camera is being
zoomed.

3.3.10.4 Lens functions (iris aperture, focus, zoom) shall be remotely, manually,
adjustable Manual aperture and focus settings shall revert to automatic is
the camera zoom or position are altered, and after timeout period which is
configurable in the camera controller software.

3.3.10.5 All Zoom lenses shall be provided with pre-set potentiometers for zoom
and focus functions.

3.3.10.6 Fixed length lens sizes shall be coordinated with the Buyer on a location by
location basis. Zoom lenses shall all support from 0.6X to 12X zoom

3.3.10.7 Each lens shall have a neutral density filter to reduce surface glare where
required.

3.3.10.8 Mechanical and electrical means shall be provided to protect the pan/tilt
motors from overrunning the pan/tilt limits.

3.3.11 CAMERA ENVIRONMENTAL HOUSING REQUIREMENTS

3.3.11.1 Environmental housings shall be provided for all cameras to protect the
camera, lens and other components.

3.3.11.2 The housing shall be constructed of materials suitable for the chemicals in
the area where it is to be installed. Housings for Cameras in Class A, B, or
C environments shall be type 316 Stainless Steel. Camera Housings in all
other environments shall be aluminum.

3.3.11.3 The enclosure shall be purged of atmospheric air and pressurized with dry
nitrogen (dew point at -40 degrees F).

3.3.11.4 Enclosures mounted outside shall be equipped with a sunshield to
eliminate glare on the lens window and reduce heat buildup.

3.3.11.5 The environmental enclosure shall be designed to provide a condensation
free environment for camera operation.
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3.3.11.6 Where required for cooling the environment housings, instrument-air driven
vortex coolers, or liquid (water) jacketed housings shall be provided.

3.3.11.7 Enclosures for cameras located outdoors shall be provided with heaters
controlled by thermostats.

3.3.11.8 The camera connector(s) for the environmental housing shall be corrosion
resistant, mount on the rear plate and be watertight.

3.3.11.9 The enclosure shall have a low-pressure switch mounted inside the
housing to provide an alarm to the operators when the housing pressure
drops below a pre-set level.

3.3.11.10 Cameras housings shall be provided with a quick disconnect harness.
This harness shall combine the cables (for video, power, and control) and
flexible utility lines (air or water) at the back of the camera into a single
bundle that is 25 feet long; this length of cable bundle will permit camera-
location adjustments in the field. The harness shall be terminated at a
bulkhead plate with quick-connect connectors that will allow personnel in
DPE attire to quickly disconnect a camera unit in toxic areas. The harness
shall not interfere with normal camera Pan/Tilt operation, within a
temperature range from 120 Deg. F, to -40 Deg. F. Likewise, Normal
camera (Pan/Tilt) operation shall not have an adverse impact on the life
and operation of the harness.

3.3.11.11 Pin connectors in the cables shall be designed to avoid accidental
shorting or other damage during the connection/disconnection process.
Seller shall submit a proposed harness design with the quotation.

3.3.11.12 Camera housings shall be tamperproof.

3.3.12 CAMERA CONTROL RECEIVER

3.3.12.1 Camera control receivers (CCR) shall be provided to receive control
commands from the video-matrix switcher to control camera attitude
parameters (Pan, and Tilt) and Optical Lens parameters (zoom, iris, and
focus).

3.3.12.2 Seller shall clearly state in quotation whether each cameras has an integral
receiver or a separate one

3.3.12.3 Seller shall state how many cameras can be controlled from each CCR.
No CCR shall control more than three cameras, and shall control no more
than one camera in any room. The Field Enclosure housing a CCR
controlling multiple cameras shall be tagged for each camera.
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3.3.12.4 Failure of any one CCR shall not affect any other CCR

3.3.12.5 The CCR shall be capable of positioning each Pan, Tilt, and Zoom (PTZ)
camera to at least 72 pre-selected positions. This shall include positioning
of pan, tilt, zoom and focus of the individual cameras. Pre-set positioning
accuracy shall be V4°.

3.3.12.6 Each camera-preset position shall have its own title.

3.3.12.7 The proposal shall specify any limitations on distance between CCR and
the camera/positioner, and also provide wiring drawings.

3.3.12.8 Fuses shall be provided for the CCR input power and output power to the
camera, the camera-enclosure heater, and the camera positioner.

3.3.13 CAMERA MOUNT REQUIREMENTS

3.3.13.1 Mounting brackets shall be provided for each camera.

3.3.13.2 Drawings shall be provided for mounting/installation of each camera unit,
for the Buyer’s approval. Fixed location mounts shall be customized for the
mounting requirements of each camera location.

3.3.13.3 Mounting brackets shall be designed with quick release brackets on the
mounting base so as to facilitate easy removal and installation by
personnel wearing DPE.

3.3.13.4 Some outdoor cameras may require pole mounting — Seller shall
coordinate with Buyer for design of this type of mounting and to ascertain
whether existing structures such as electric lighting illumination posts are
available for camera mounting. Roof mount brackets shall include a 4’
mounting post, to preclude interference of the roof with the view and
normal (Pan/Tilt) operation of the camera.

3.3.13.5 All mounting parts shall be protected from corrosion. Mounting parts in
class A, B, and C environments shall be type 316 stainless steel.

3.3.13.6 Mobile Camera Platforms (dolly with jib arm)

The Mobil platform shall be easily moveable by a single individual in an
environmental suit, and shall be equipped with brakes to fix the platform
into position when not being moved. The telescoping camera mount will be
adjustable using two separate jointed sections without the use of tools.
Each telescoping section can telescope from 4 to 8 feet in length. The
section attached to the cart can be adjusted from vertical to 45 degrees off
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vertical in any direction. The second section shall be adjustable with a 0 to
90 degree offset from the arm attached to the platform. Once positioned,
these telescoping sections can be locked into position without the use of
tools. The cameras shall be equipped with microphones and 100 foot long
wiring harnesses that are plug compatible with the temporary interface
receptacles specified elsewhere in this document. The video output and
command inputs for these cameras shall be identical to these for the other
cameras in the system, with the exception of the additional audio output.
The platform shall be appropriately weighted so that when the telescoping
sections hold the camera at a maximum offset from the platform, the
configuration remains stable.

3.3.14 CAMERA POSITIONER REQUIREMENTS

3.3.14.1 Pan/Tilt functions shall be controlled remotely.

3.3.14.2 The Pan/Tilt unit housing and mounting shall be designed to withstand the
environmental and wind-loading conditions specified.

3.3.14.3 The Pan/Tilt drive motors shall be protected against overload and the
effects of corrosive environments in the process areas.

3.3.14.4 The Pan/Tilt drive motors shall be properly sized to operate without strain
with the load of the camera and the connection harness within the
operational temperature range.

3.3.14.5 Braking shall be provided for both pan and tilt movements to prevent
drifting.

3.3.14.6 Follower (preset) position sensors shall be provided for both the pan and
tilt functions.

3.3.14.7 Limit switch protection as well as mechanical limit stops shall be provided
for Pan/Tilt Units.

3.3.15 CAMERA SOURCE IDENTIFIER

3.3.15.1 A source identifier generator shall be provided for positive identification of
the source of the video signal displayed on the monitor screen.

3.3.15.2 Identity information shall be user éonfigurable, consisting of at least 18
characters, selectable from the full 64 ASCII character set.
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3.3.15.3 Identity information data shall be non-volatile, i.e. not affected by any loss
of power.

3.3.15.4 The identity display shall be in white characters with black outlines or black
characters with white outlines.

3.3.15.5 The identity display shall be greater than 20 and less than 30 horizontal
scan lines in height. The horizontal and vertical position shall be
separately selectable. The identity information shall not degrade the video
quality.

3.3.16 VIDEO MATRIX SWITCHERS

3.3.16.1 Video Matrix Switchers (VMS) shall be fully automatic, microprocessor-
based units accepting video and monitor switching commands from the
operator control keyboards. The VMS shall employ modular construction
to facilitate expansion with a minimum of effort, set-up and installation time.

3.3.16.2 Dual processors shall be provided so that in the event of failure of primary
processor, the secondary shall take control without interrupting the CCTV
operation.

3.3.16.3 Video matrix switcher shall be capable of being accepting and executing
commands from an independent computer system (e.g. the FCS system) to
display a CCTV image on a selected CCTV Monitory. Control commands
accepted from the Computer system shall include camera selection, output
monitor selection, and camera pre-set selection. No independent camera
control commands (such as manual focus), other than pre-set selection
shall be accepted from the FCS

3.3.16.4 Dual power supplies shall be provided for increased reliability.

3.3.16.5 Empty slots on video-input and video-output cards shall be covered with
blanking plates.

3.3.16.6 Video inputs shall be assigned such that cameras from a common viewing
area are not subject to a common single component failure. Likewise,
output shall be assigned such that monitors in a common area shall not be
subject to a common single component failure

3.3.16.7 The VMS shall be capable of processing and routing video signal frame
rates of 30 to 120 frames per second, without the loss of any frames

24852-RD-3PS-000-J0004_Rev_ C_CCTV 22

FOR OFFICIAL USE ONLY



PCAPP Specification for CLOSED CIRCUIT 24852-RD-3PS-000-J0004
TELEVISION SYSTEM Rev.C

3.3.16.8 The VMS shall be capable of displaying images from any input to any
output or combination of outputs

3.3.16.9 The VMS shall be configurable to prohibit selected inputs from being sent
to selected monitors

3.3.16.10 If a monitor is displaying multiple images (in quad mode) the video switch
shall filter the outputs to assure that the output signal frame rates match.
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zoom, focus, iris, and auxiliary functions for cameras equipped with remote control capabilities,
and video recorder functions, from the CCTV keyboard/joystick.

3.3.19 DIGITAL VIDEO RECORDERS

Digital Video Recorders shall be provided to support operations, and treaty monitoring.

3.3.19.1 Treaty Monitoring DVR
The TM-DVR provided for treaty monitoring shall:

e have only enough memory for recording twenty four (24) hours of video from any single
video source,

¢ Not support video compression,
e support one input and one monitor output,

e not support any mechanism for creating permanent or portable copies of the recorded
images or video streams,

* not provide any means for creating permanent recording,

3.3.19.2 Operations and Process Monitoring DVR

Digital video recording shall be provided for cases when a digital record of events may be
required, or rotating, unattended, video recording of selected cameras is required.

The DVR shall support at least 8 input channels, 8 output recording channels and at least 2
output display channels and shall have capability to switch between rotating recording (i.e. when
hard-disk video file is full overwrite the oldest video) and normal recording (recording stops
when disk is full and operator gets an alarm).

The DVR shall be capable of recording from 30 to 120 video frames per second capture on
each channel.

DVR disk storage shall be have sufficient storage for 5 days of video from each of the 8 input
channels at 30 frames per second.

Each DVR shall support at least 8 attached DVD+RW devices. AThe DVR shall receive media
full alarms from the DVD recorders and shall display these alarms locally (at the view station)
and the supervisor’s operator CCTV Controller workstation.

The DVR shall support real time recording of video from the input channel to either the hard
drive or to an attached DVD+RW or both.
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The DVR shall be capable of copying video from the hard disk to an attached DVD+RW
storage. Video copies can be made of a complete input stream, any segment of any recorded
video or individual recorded images.

A view station with monitor shall be provided for video playback and configuration of the DVRs.
This station shall be switchable between the DVRs without rewiring.

3.3.20 VIDEO RECORDERS

Video recording equipment shall be provided to support the DVRs above, and to support on-
demand recording and playback requests from the operators. These video recorders shall
support the DVD+RW format recording. These recorders shall be attached to and controlled by
the DVRs and provide easy access for loading and unloading DVD media for either recording or
playback.

3.3.20.1 Video recorders shall support continuous recording of key plant areas as
well as “ad-hoc” recordings driven by operator commands.

3.3.20.2 Recording shall be time-lapse for extended period of recording with
operator selectable recording speeds.

3.3.20.3 Recording and playback functions shall be available to the operators
through the CCTV controller stations.

3.3.20.4 Video recorders shall be installed in a rack.

3.3.20.5 Video recorder speeds shall be selectable from 2 frames per second up to
30 frames per second. Video recorded at a rate higher than 30 frames per
second shall be played back at 30 frames per second (by default) or
slower.

3.3.21 VIDEO/POWER LOSS DETECTION AND ALARM

3.3.21.1 Loss of video shall provide visual alarm indications to operators.

3.3.21.2 Loss of power supply visual alarm indications to operators shall be
provided.

3.3.22 WIRE, CABLE, AND FIBER OPTICS

The Seller shall furnish and install all wire and cable between the equipment assemblies and
termination points within each equipment enclosure furnished. This wire and cable shall be
listed as being resistant to the spread of fire in accordance with the NEC unless otherwise
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approved by the Buyer and shall be rated at 300 volts, minimum. The wire and cable servicing
camera units shall be waterproof.

3.3.22.1 Cables shall include control, power, and video signal lines for the camera,
lens, and positioning units.

3.3.22.2 Video cables shall be either Coaxial or 62.5/125 pm multimode fiber optic.
Coaxial Video cables shall have 75-ohm characteristic impedance, shall
have braided copper shield and copper center conductor.

3.3.22.3 The control and video signals shall be able to transmit a minimum of 300 ft
without pre-amplification or in-line amplification.

3.3.22.4 Each camera cable shall have an outside diameter not to exceed % in.

3.3.22.5 Where the Seller’s equipment interfaces to optical fibers, the equipment
design shall be compatible with 62.5/125 pm multimode fiber.

3.3.22.6 All wiring, field cables, and fibers shall be specified by Seller and subject to
Buyer approval. Installation of these cables shall be by the Buyer, and
termination shall be by Seller.

3.3.22.7 Seller shall clearly define all standard connectors used for wiring and
conductor counts and pin-outs for each cable.

3.3.22.8 Separate, primary and secondary cables shall be installed between the
VMS and the field enclosures. These cables shall be routed differently so
that they are not subject to the same risks of damage. All spare fibers shall
be terminated in patch panels inside the field enclosures so that in the
event of failure in the primary cables, easy switchover to secondary cables
can be made.

3.3.23 SOFTWARE REQUIREMENTS

3.3.23.1 All software components in the system with software name, purpose, and
version levels shall be identified during the engineering phase of this
contract.

3.3.23.2 The primary operating software platform shall be the currently supported
industrial grade of Microsoft Windows.

3.3.23.3 All software licenses (including third-party software) shall be registered to
the Buyer.
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3.3.23.4 PC based configuration programs to allow programming of the CCTV
system shall be provided.

3.3.23.5 Microsoft Windows based CCTV system management software shall be
provided.

3.3.25 MANAGEMENT PC

3.3.25.1 The management PC and software shall support administrative functions
for the CCTV system, including but not limited to defining access rights to
different users, user groups, defining camera pre-shot positions, defining
individual and group tours, defining access rights to different user stations,
and programming changes to the CCTV system.

3.3.25.2 The management PC system shall include a processor, keyboard, mouse,
LCD monitor, and all requisite software and interface cards for connection
to and management of the CCTV system. The Management PC hardware
and software shall be the standard package used by the manufacturer of
the CCTV System.

3.3.25.3 Tours shall be programmable on the system so that a specific set of the
cameras that correspond to the path that will be followed for a specific DPE
entry into toxic area can be scanned by sequentially switching displayed
views on a monitor to cameras located on the path. This tour can then be
used to for recording DPE entries. The potentiometers on cameras
involved in a tour shall be tested to verify that they are properly installed to
prevent burnout due to excessive use during the operation of a tour.

3.3.26 TEMPORARY CCTV SYSTEM

During plant Construction, equipment installation and startup, the necessity may arise to visually
monitor equipment from the control room, on a temporary basis, to assist in trouble shooting
problems. The six mobile cameras that are provided to support ongoing plant operation shall be
used at various sites to assist in this effort. The equipment and wiring design shall support the
audio visual signals that may be provided from each room in the APB and ERB. The system
shall utilize the mobile cameras provided elsewhere in the specification and audio visual
equipment provided in this section.
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3.3.26.1 A wiring design shall be provided to allow audio/visual signals to be
transmitted from selected rooms in the Enhanced Reconfiguration Building
(ERB) and the Agent Processing Building (APB) to audo/visual equipment
in the control room.

3.3.26.2 The design shall include quick release receptacles and plugs that support
the audio, video and control signals for the temporary camera hookup; the
outlets shall be equipped with protective covers and suitable electrical
terminators when not in use. The protective covers shall protect the
receptacles from the corrosive affects of the toxic environment as well as
from damage due to mechanical contact from construction and
maintenance equipment. The plugs and receptacles shall be designed so
that they cannot be connected incorrectly. The plugs and receptacles shall
be designed to support all signals to and from the standard, permanently
mounted cameras, plus provisions for an audio channel.

3.3.26.3 The design shall include audio/visual equipment to be used in the control
room for selecting, viewing and listening to the a/v signals being routed
through the temporary system

3.4 ACCESSIBILITY AND MAINTENANCE

Refer to drawing 24852-RD-JD-J01-J0012 (Control Support Building Equipment Room Layout)
for available space for the CCTV equipment cabinet(s). The equipment shall be serviceable in
this space.

Cable entry for video, power, and control cables is at top of the CCTV cabinet(s).

3.5 FIELD INSTALLATION

3.5.1 Installation of the following CCTV system items shall be by the BUYER, using Seller
furnished installation detail drawings, and under Seller technical supervision (if supervision
is requested):

CCTV Cabinet(s)
Field Enclosures
Camera Mounts and cameras

3.5.2 Seller shall develop all drawings required to permit Buyer to perform installation of CCTV
system components, including optical fiber and copper cables, in the field.

3.56.3 Buyer shall install conduit penetrations into Toxic Areas, conduit, and cables (copper
and fiber-optic for control, video, and power) between CCTV system components.
Termination of these cables on Seller-furnished equipment shall be by Seller.
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3.5.4 Seller shall supply all tools and test equipment required to perform Seller’s scope of field
installation and testing.

4 MATERIALS

All materials used in any components supplied for this system shall be suitable for:
e Environmental conditions such as temperature, pressure, humidity, etc.
¢ Chemical agents in the vicinity of the equipment
e Seismic conditions

Specifically note paragraph 4 of 24852-RD-3PS-000-T0002, General Project Requirements for
list of prohibited and limited-use materials in the Agents Processing Building and the Enhanced
Reconfiguration Building where the cameras are located.

5 FABRICATION

The CCTV System shall be delivered in completely assembled and wired CCTV cabinet(s) and
field enclosures, so that the system is operational and ready for field installation.

5.1CABINETS & FIELD ENCLOSURES

Indoor cabinets in clean environments shall be freestanding and rated NEAM 12. Outdoor
cabinets and those installed in toxic classified areas shall be NEMA 4X..

The CCTV Matrix Switch and Controller cabinet(s) shall be equipped with front and rear access
doors. Field enclosures shall be front access only. Seller shall confirm with Buyer before
purchase of equipment.

Each device with a direct AC power input shall be protected by a circuit breaker. The current
loading of the branch circuits shall be less than 70% of the circuit breaker rating.

The Seller shall provide all components, internal cabling, connectors, and wiring for a complete,
functional system. All external control, video and fiber optic connections shall be made with
connectors. All conducting connector pins and mating sockets for video and control signals
shall be gold plated. All Fiber connectors shall be ST type, UPC polished. All Connectors shall
be designs or to preclude improper connections.

There shall be a single, enclosed, terminal block connection for Buyer's 120VAC power in each
cabinet or field enclosure. Provision shall be made on the terminal blocks for dual power feeds
from Buyer when redundancy is provided in Seller's power supplies for reliability. The Seller
shall provide all internal power distribution.

Partitions shall be provided, to ensure separation of different signal levels (e.g., 120 VAC,
Video, etc.).
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Cabinet(s) and field enclosures shall be provided with a properly grounded safety ground bus
and instrument isolated ground bus for field connection to the equipment-grounding grid.

Adequate cabinet and field enclosure cooling shall be provided. Fan(s) with thermostat shall be
provided, if required and allowed, for cabinet or field enclosure cooling. If fans are not allowed,
due to required NEMA rating, an alternative cooling mechanism shall be provided.

Cabinets and field enclosures shall be provided with interior lighting and duplex, grounded-type
120 VAC, 60 Hz receptacles. Automatic lights with manual override shall be mounted at the top
of the cabinet(s) near the front and rear to allow for adequate lighting during installation and
servicing of the equipment. For single access field enclosures only a one light (front or rear)
shall be provided.

Access to the enclosed equipment shall be via full-length doors. All cabinet holes and unused
openings shall be suitably covered or sealed. Where equipment has status display LEDs, the
doors shall be equipped with viewing panels.

All doors shall be lockable and shall be provided with the same lock and key combination. Keys
shall be removable only with the doors locked. Each cabinet shall be supplied with a minimum
of two keys.

The CCTV Cabinets and enclosures shall be provided with removabile lifting lugs attached to the
structural frame. Blanking bolts shall be provided for use when the cabinet is set in its
permanent location

Access to all equipment within the cabinet(s) shall be provided without the need to disconnect
wires or shut down the system power. Sufficient space shall be provided within and around
devices for servicing and repair. The equipment shall be installed so that connectors are easily
accessible.

5.2WIRING

All electrical design shall satisfy the intent of all applicable codes, including the National
Electrical Code, NFPA 70.

Wiring shall be labeled at each termination point, with the wire numbers identified at both ends
of termination. Self-sticking cable markers shall be used to identify cables. Sleeve shall be used
to identify individual wires or pairs. Terminal blocks shall be identified per Seller’s standard.

Wiring shall be run in wireways and shall be neatly grouped in bundles by using nonmetallic
wiring cleats or cable-ties. AC power wiring and video signal cabling shall not be run in the
same wireway and shall be separated to prevent noise interference.

Power cables shall be rated 600V and instrumentation cables shall be rated 300V for
continuous operation at a conductor temperature of 90 °C for dry locations and 75°C for wet
locations.
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All wire and cable shall be fire retardant with self-extinguishing, non-propagating characteristics
and shall not release harmful quantities of toxic gases or dense smoke when burned, except for
limited use inside cabinet(s) where substitutes are not available. Wire and cable shall be
capable of withstanding flame testing without conveying flame. Only internal wiring that has
passed UL44 VWI flame test and carries VI rating of Underwriters Laboratory (UL) 44 shall be
provided, except for limited use inside cabinet(s) where substitutes are not available.

Components and devices, such as terminal blocks, raceways, wire troughs, wire cleats, cable
ties, receptacles, indicating lamp lenses, etc., shall be manufactured from “non-burning”
materials as defined by ASTM D635.

No more than two wires shall be connected to a single terminal block connection. The second
wire shall, if necessary, be a jumper wire to an adjacent terminal to provide an additional circuit
connection. No intermediate splices shall be used. No internal cabinet wiring shall land on the
terminal side designated for landing field interface cables.

Provisions are required for grounding cable shield that may be used for camera control signals.

5.3WIREWAYS

Wiring inside the cabinet(s) shall be run in dedicated plastic ducts or wireways or neatly loomed
and secured with plastic spiral wrapping or tie-wraps and anchors. No open wiring shall be
allowed in the cabinet(s).

Spare space shall be provided in the wireways and where wiring is laced to accommodate 25%
more wiring. All cables shall be adequately supported and shall be provided with a strain relief
mechanism for cable connectors.

All AC power wiring shall be routed for maximum personnel safety and reduction of electrical
noise.

All power, video, and control signal wiring will be top entry to CCTV cabinet(s).

5.4TERMINAL BLOCKS

All terminal blocks shall be non-hygroscope type. The size of terminal blocks shall be consistent
with the wire size specified. Use of multilevel terminal blocks is not permitted.

Adequate space and/or barriers shall be provided to prevent touching of electronic hardware
when working at terminal blocks.

Terminal blocks shall be mounted on standoffs such that the front edge of the terminals is flush
with the front of the wireways.
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6 TESTS AND INSPECTIONS

The Seller shall develop test procedures that verify equipment meets or exceeds the
requirements of the specification and data sheets and shall submit those procedures for review
per Forms G-321-E. Test procedures are required for Factory Acceptance Test (FAT) and the
field or Site Acceptance Test (SAT).

The Seller shall conduct both of these tests in accordance with the approved procedures and
the Buyer will witness both these tests. Seller shall keep records of these tests and the results.

6.1 CERTIFICATION OF CONFORMANCE

The Seller shall supply certificates of conformance to verify that the system components meet
the physical and operational requirements of the specifications. The certificates of conformance
shall include statements that the system components meet the inspection and testing
requirements and that the system and all system components comply with the EMI/EMC
requirements.

6.2 FACTORY ACCEPTANCE TEST (FAT)

The CCTV System shall be fully assembled at the Seller’s site, by the Seller, using the Seller’s
installation instructions and drawings, in preparation for the FAT. Any deficiencies discovered in
the installation instructions and drawings during this assembly process, shall be corrected.

The FAT shall demonstrate to the Buyer that all components of the CCTV system function
together as required by this specification and correctly execute all operations required from the
CCTV system. The Seller shall furnish all facilities, test equipment and qualified personnel to
test the CCTV System.

Instruments used for testing shall be calibrated using NIST-traceable, or locally equivalent,
calibrators and calibration equipment.

All CCTV system components shall be subjected to “burn-in” by the Seller prior to the FAT.
Burn-in duration shall be 72-hours minimum unless otherwise agreed to by Buyer. The Buyer
shall be advised when the burn-in will be conducted. The burn-in records shall be documented
by the Seller and submitted for record.

Any interconnecting components required for the FAT that are not part of the Seller’s scope of
supply, but will be supplied by others shall be furnished by the Seller for the FAT. An example of
this is interconnecting cables/fibers.

The Seller shall document all faults and discrepancies found during the test. All discrepancies
and repairs shall be corrected and retested or acceptably resolved with the Buyer prior to
“‘completion” of the test. The Seller shall update any system documentation to reflect the actual
state of the system at the completion of the testing.
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The Seller shall submit a test report showing the test results, the resolution of any failures and
the results of subsequent retesting to verify proper operation after the corrections.

6.3 SITE ACCEPTANCE TEST (SAT)

After the entire CCTV system has been installed at site, under the Seller’s supervision, the
Seller shall conduct a Site Acceptance Test (SAT) to demonstrate the performance of the CCTV
system in its final operational environment. The SAT shall be conducted in accordance with the
submitted and approved SAT procedure.

The Seller shall ensure that the SAT Test Plan and Procedure demonstrates conformance of
the equipment to this specification.

7 PREPARATION FOR SHIPMENT

7.1 TAGGING

Each item of equipment shall have a nameplate attached to it per specification
24852-RD-3PS-000-T0002,”General Project Requirements”.

Each keyboard, camera unit, field enclosure, CCTV cabinet, CCTV cabinet component,
assembly, device, terminal strip, terminal and interconnecting cable and wire shall be clearly
marked with proper identification approved by the Buyer. Individual components within a field
enclosure or CCTV Cabinet, installed by the Seller, shall not be individually tagged.

Cabinet and device labels shall be permanently affixed to the assembly with fasteners or epoxy
bonding, and shall be of white-black-white laminated plastic or approved equal with information

machine-engraved into black core with dull finish white surface. Buyer shall approve nameplate

and labeling schedules provided by the Seller. Tag numbers shall also be shown on appropriate
Seller drawings.

Equipment shall be identified with two nameplates, one on the front and one on the rear of the
cabinet or enclosure. All nameplates shall be mounted immediately below the corresponding
accessory. The nameplates shall be inscribed with tag number and service where applicable.

All switches, push buttons, lamps, etc., shall be identified by a nameplate, and shall have the
tag number and the service inscribed.

Multi-conductor cables with connector plugs shall be labeled with 2 identification tags. The first
tag shall identify the device and socket to which the plug is to be connected. The second tag
shall identify the socket or device to which the opposite end of the cable is connected.
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7.2 PACKING AND SHIPPING

The system shall be cleaned prior to packing for shipment in order to remove all accumulated
dust and manufacturing debris. The equipment shall be packed in accordance with the best
industrial practice for electronic equipment to avoid damage due to rough handling.

Only minimum disassembly of cabling and wiring for transportation shall be done. All
disassembled cables and other loose items shall be individually packaged and identified on the
outside of the package.

Equipment shall be properly protected against shock, vibration and environmental conditions. All
lifting points shall be clearly marked.

Keys, disks, cartridges, tools, calibration equipment, manuals, and other small items shall be
shipped directly by air.

Seller shall submit the standard packaging and shipping procedures.

Each crate or carton shall have an individual packing slip.

8 QUALITY ASSURANCE

Refer to PCAPP General Engineering Specification for Supplier Quality Assurance Program
Requirements, 24852-RD-3PS-000-T0001 and Section 9 of the Material Requisition to which
this specification is attached for specific requirements...

9 DOCUMENTATION AND SUBMITTALS

The Seller shall submit to Buyer the documents and quantities shown on Forms G-321-E,
Engineering Document Requirements, and G-321-V, Quality Verification Document
Requirements, attached to Section 3 of the Material Requisition. Each document shall be
identified with a number, be marked with the respective issue dates, revision, and include index
listing of all documentation supplied. Electronic files shall be submitted for final drawings.
Catalogs, manuals, test procedures and test results shall be provided in electronic form. All
paper documents shall have an electronic equivalent.

9.1 MINIMUM REQUIREMENTS FOR DOCUMENTATION
The following shall be included:

= After contract award, the Seller shall produce and issue for Buyer review a Functional
specification for the CCTV system including camera units, network components, and
software.

The functional specification shall clearly define all aspects of the systems to be delivered,
including extent of supply (equipment, materials, and services), physical attributes,
performance, and reliability expectations. The functional specification shall be developed
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